C Kax#covim 2000M M0o100exHcU 6 UHMEPHEme CHAHO8UMbCA 00Ibuie, A WIKOJIbHUKU 0OHU
U3 CamMblx aKkmueHvlx nov3oeameneii Pynema. Mescoy mem, RoMUMO 02pOMHO20 KOJIUUeCmea
603MOJICHOCI Ell, UHMEPHEm Hecem U Npodaemvl. Ima NAMAMKA O0JHCHA NOMOYL mede
0e30nacHo Haxoo0uUmvbcs 6 cemil.

KoMmnbroTepHbie BUPYCHI

KomnbroTepHblil BUpYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX HPOTPaMM, OTIMYUTEIBbHOU
0COOCHHOCTBIO KOTOPOIl SBISIETCSl CHOCOOHOCTh K PAa3MHOXEHHUIO. B JonosnHeHHe K 3TOMY,
BUPYCBI MOT'YT ITOBPEAUTH WX IOJHOCTbIO YHUUTOXKUTh BCe (DailsIbl U JaHHBIE, IOAKOHTPOJIbHBIE
I0JIb30BATENI0, OT IMEHH KOTOPOro ObLIa 3alylleHa 3apakE€HHas IPOrpaMma, a TakxkKe OBPEIUTb
WIN J1a)Ke€ YHUYTOXXUTh ONEPALMOHHYIO CHCTEMY CO BceMH (ailiamu B 11esioM. B OonbmMHCTBE
CJIy4aeB PacIpOCTPAHAIOTCS BUPYCHI UEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrpaMMm:

1. Mcnionb3yii cCOBpeMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN YPOBEHD 3aLIUTHI OT
BPEIJOHOCHBIX IIPOIPaMM;

2. IloctosHHO ycTaHaBnuBail matyu (UU@pPOBBIE 3alaTKH, KOTOpPbIE aBTOMATUYECKU
YCTaHABIIMBAIOTCS C IIEIIBIO JJOPAOOTKH MPOTPaMMBbl) U APYryue OOHOBIICHUS CBOCH OIEePAIIHOHHOMI
cuctembl. CkaunBail Ux TOJIbKO ¢ odummansHOro caiita pazpadorunka OC. Ecnu cymiectByet
PEXHM aBTOMATHYECKOTO OOHOBJICHHSI, BKJIFOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTCPE I10A IIpaBaMU I10JIb30BATCIIA, @ HC aAMHUHUCTPATOpPA. 9T0 HE
IIO3BOJIUT 6OJH)HII/IHCTBy BPCAOHOCHBIX IMPOTrpaMM HHCTAJUIMPOBATHCA Ha TBOCM IICPCOHAJIBHOM
KOMIIBIOTEPC,

4. Hcnonb3yil aHTUBUPYCHbIE NPOTPaMMHBIE MPOAYKTHl H3BECTHBIX IPOU3BOAUTEIEH, C
aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NUECKHUI JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Vcnonp3yil BHELIHME HOCUTENM HHGOpMAalMU, Takue Kak duienka, AUCK Wiau (ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIBbIOTEpHBIC (ailyibl, MONydYeHHBIE U3 HEHAAEKHBIX UCTOYHUKOB. Jlake Te
(aiinbl, KOTOpbIE MPUCIIAT TBOW 3HaKOMBIH. Jlydille yTouHH y HEro, OTIPaBJIsI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He BuJ nepeaun JaHHBIX, HE TEXHOJIOTHs, a BCEro JHIIb Opena, mapka. Eme B 1991
roJly HuepiaHjacKas KommaHusa 3apeructpupoBana Openy «WECA», udro o6o3Hauano
cioBocouetanue «Wireless Fidelity», KOTOpbIi mepeBoAUTCS KakK «OecTIpOBOAHAS TOYHOCTHY.

Jlo Hamero BpeMeHH JomnuIa apyras abOpeBuarypa, KOTopasl SBISETCS TAaKOW YK€ TEXHOJIOTHEH.
Orto abbpeBuatypa «Wi-Fi». Takoe Ha3zBaHue ObUTO JaHO ¢ HAMEKOM Ha CTaHIAPT BBHICIIUI
3BykoBo#l TexHuku Hi-Fi, uTo B mepeBoie 03Ha4aeT «BbICOKASI TOYHOCTHY.

Ja, OecrniaTHBII HMHTEpPHET-IOCTYNl B Kade, OTENsIX M adponopTax SBISAETCS OTIMYHOM
BO3MOXKHOCTBIO BBIXOJ[a B MHTEpPHET. HO MHOTHE 9KCIIEPThI CYUTAOT, 4TO 001Ie0cTymHbIe Wi-Fi
CEeTHU He SBISIOTCS 0€30MaCHBIMHU.

CogeTbl 110 0€e30MacCHOCTH padoTe B 001IeAOCTYMHBIX ceTsix Wi-fi:

1. He mepemanaii cBoro muuHyt0 nHpopmarmio uepes odmenoctynuabie Wi-Fi cetn. Pabortas B HuX,
JKeNaTelIbHO He BBOJUTH MAPOJIU JOCTYIA, JIOTUHBI U KaKUe-TO HOMEpa;

2. Ucnonws3yit m OOHOBISIE aHTHBUPYCHBIE NporpaMmbl U OpanHamayep. Tem cambIiM Thbl
oOe3omacuib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;



3. IIpu ucnonszoBanuu Wi-Fi otkmoun dyakmuo «O0mmii qoctyn K (aiinaM U mpuHTEpam».
JlanHast pyHKINS 3aKpBITA 10 YMOTYAHUIO, OJJHAKO HEKOTOPBIE ITOJIb30BATENN aKTUBUPYIOT €& IS
ya00CTBa HCHOIb30BaHUS B paboTe Win yueoe;

4. He ucnons3yi nyosmunbiii WI-FI 11 mepenaym JIMUHBIX TaHHBIX, HAIPUMEP IS BBIXOJIA B
COIMAIbHBIE CETH WJIM B DJIEKTPOHHYIO MOUTY;

5. Ucnonp3yit Toapko 3amuiieHHoe coeaunenue uepes HTTPS, a ne HTTP, 1.e. mpu Habope BeO-
azpeca BBOAM UMEHHO «https://»;

6. B mo6unbHOM Tenedone otkimtoun pynkiuio «lloakmrouenue k Wi-Fi aBromarnueckn». He
JIOITyCKai aBTOMaTHYECKOTO MOIKIIIOYEHUs yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.

ConmnajbHbIe CeTH

ConuanbHble CETH aKTMBHO BXOJST B Hallly XXU3Hb, MHOTME JIIOAM pabOTalOT U KUBYT Tam
oCTOsIHHO, a B Facebook yxe 3apeructpupoBaH MUIUIMAp] YEJIOBEK, YTO SBISETCA OJIHOU
CeIbMOW BCEX JKUTENEH IJIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, YTO HWH(pOpMAIHS,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HAalJIeHa M UCIOJIb30BaHa KEM YTO/HO, B
TOM YHCJIE HE 0053aTEIbHO ¢ OJIarMMH HAMEPEHUSIMH.

OcHoBHbIE COBEThbI 10 0€30IIaCHOCTH B COIMHMAJIbHBIX CETHAX:

1. Orpannub cnucok Jpy3eil. Y TeOs B Opy3bsiX HE JOKHO OBITh CIydalHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3ammiail cBOK YacTHYIO Xu3Hb. He ykaspiBail mapomu, TenedoHbl, aapeca, AaTy TBOETO
POXICHUS W APYTYIO JIMYHYI0 WHOOPMANHIO. 3TOYMBIIUICHHHKH MOTYT HCIIOJIB30BaTh JIaXe
MH(GOPMAIIMIO O TOM, KaK Thl U TBOU POJIUTEINN TUIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3amuiiait CBOI penyTalrio - IEPKHU €€ B UNCTOTE U 3a7aBail cebe BOMPOC: XOTe ObI ThI, YTOOBI
Ipyrue TOJb30BaTeNd BHUAETH, 4YTO Thl 3arpyxaems? [logymali, mpexae dYeMm dTO-TO
OIyOJIMKOBATh, HAMCATh U 3arPy3UTh;

4. Ecii TBI TOBOpHULIB C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE UCIOJb3YH CBOE pEAJIbHOE MMS U
JIPYTYIO JTUUHYIO HH(POPMAIH: UMsI, MECTO KUTEJIbCTBA, MECTO YUeObl U MpOYEEe;

5. U30eraii pazmemienust ¢otorpaduit B MHTepHeTe, rne Thl M300pa’keH HA MECTHOCTH, IO
KOTOPOM MO>KHO OIPENEIUTHh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu peructpanuu B COIMAIBHON CETH HEOOXOAUMO HCIOIb30BaTh CIOXHBIC IApOIH,
cocTosire u3 OykB v UG U ¢ KOJIUYECTBOM 3HAKOB HE MEHeEe §;

7. s colManbHOM CETH, TIOYTHI U JPYTUX CATOB HEOOXOJAUMO UCIIOJIB30BaTh Pa3HbBIC MApOIIH.
Torna ecinu Te0s1 B3IOMAIOT, TO 3JI0YMBIIIJICHHUKH TTOTYYaT JOCTYIT TOJIBKO K OTHOMY MECTY, a He
BO BCE Cpa3y.

JJIeKTPOHHbIE ICHbI'H

ONEeKTPOHHBbIE JI€HI'M — 3TO OYeHb YJOOHBIM crmoco0 IuIaTexeil, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

SJ'IGKTpOHHI)Ie JCHbI'M TIIOABUJIMCh COBCEM HCAABHO H HWMCEHHO H3-3a 3TOI'O0O BO MHOI'MX
rocyaapCTBax A0 CHUX IOP HEC NPOMHUCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM (PYHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, INIe UX Pa3AEAIoT
Ha HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HMIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOpBIX paspeliaercss MpPOBOAUTH omepanuu 0e3 uIeHTU(UKALUK [0Jb30BaTeNns, a B
HEaHOHMMHBIX HJICHTU(UKALINH TT0JIb30BaTENs SBISETCS 00s3aTeIbHOM.

Taxxe cienyer pa3nuyarh 3JEKTPOHHbIE (PUAaTHBIE AEHBIU (PaBHBI TOCYIaPCTBEHHBIM BaJIOTaM)
U 3JICKTPOHHBIE He(UaTHBIEC ACHBIH (HE paBHBI TOCYIAPCTBEHHBIM BAIIOTAM).



OcHOBHBIE COBETHI 110 0€30IACHO padoTe ¢ 3JIeKTPOHHBIMH IeHbIAMM:

1. IlpuBspkum K cuery MOOWIBHBIN TeneoH. DTO camblii YAOOHBIH M OBICTPBIA CIOCOO
BOCCTAaHOBUTBH JIOCTYN K cueTy. l[lpuBs3aHHBIA TenedOH IOMOXKET, eciu 3a0yaenib CBOM
MJIATEXKHBINA MapOJIb WK 3aiielIh Ha CAUT C HE3HAKOMOI'O YCTPOICTBA;

2. Ucnonw3yit ogHopa3oBbie napoiu. [locne nepexoaa Ha yCUICHHYIO aBTOpHU3ALIMIO Te0e yiKe He
OyIeT yrpokaTh OMAaCHOCTb KPaXKu WM MepexBaTa IIaTeKHOTO apoJis;

3. Bribepu cnoxsbiii mapons. [IpectynmHukam OyneT HE MPOCTO YyraaaTh CIOKHBIM Hapoiib.
HapnexHble napoau — 3T0 1apoJiv, KOTOPbIE COJEPKAT HE MEHee 8 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE U MPONIUCHBIC OYKBBI, LU PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK JIoJu1apa, pyHTa,
BOCKJIMIATENbHBIN 3HaK U T.I. Hanmpumep, StROng!;;

4. He BBOAM CBOM JINYHBIE JaHHbBIE HAa CaliTaX, KOTOPBIM HE JOBEPSIEILb.

DJIeKTPOHHAS MOYTA

DNEeKTpOHHAs MOYTa — 9TO TEXHOJOTHS W NPEJOCTaBIsEMbIe €0 YCIYyTrd MO MEPEChUIKEe U
MOJYYCHUIO DIIEKTPOHHBIX COOOIICHHH, KOTOpPBIC PACHPEACISIOTCS B KOMIIBIOTEPHOW CETH.
OO6b19HO ANEKTPOHHBIN MOYTOBBIA  SIIMK  BBITJISAUT CJIETYIOIIUM o0pa3zom:
UMS_TIONIb30BATEISI(@UMSL_JOMeHa. Takke KpoMme Iepeladyd MpOCTOrO TEKCTa, HMEETCs
BO3MOXKHOCTH TepeaaBaTh (ailibl.

OcHoBHBIE COBeTHI 10 0€30MACHOI padoTe ¢ IJIEKTPOHHOMN MOYTOM:

1. Hapo BbeIOparh NpaBUIBHBIM MOYTOBBI cepBUC. B uHTEepHETE €CTh OTrPOMHBIN
BbIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4llle JOBEPSATb TEM, KOI'O 3HAaelllb U KTO
IIEPBBII B PEUTHUHIE;

2. He yka3piBaii B JMYHOW mouTe JMYHYO HH(popmanmioo. Hanpumep, nydiie BbIOpaTh
«My3bIKaIbHBINA _(paHaT@» unu «pok2013» BmecTo «remal3y;

3. Hcnonp3yil NIBYXSTamHyH aBTOPU3AIMIO. JTO KOTJa MOMHUMO Mapojs HYKHO BBOAHTH
KO/, IPUChITIaeMbIit 1o SMS;

4. Boibepu cinoxHBIA maponib. s KakKJ0ro MoYTOBOTO SIIIKMKA JOJKEH ObITh CBOW HAAEKHBIMH,
YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecmm ectb BO3MOXXHOCTH HamucaTb CamMOMYy CBOM JIMYHBIM BONIPOC, HCIIOJIB3YH 3Ty
BO3MO>KHOCTE;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBBIi [UIsl 4aCTHON MEPENUCKH C agpecaTamy,
KOTOPBIM Tl JIOBEPSECIIb. DTO NEKTPOHHBIN aJipec HE HAJ0 UCIOJIb30BaTh IIPU PErUCTpallui Ha
dopymax u caiitax;

7. He oTkpsiBaii (haiiiasl u Apyrue BIOKEHUS B MUChMaX Ja)Ke €CIM OHM IMPUIIUIA OT TBOUX ApYy3eil.
Jlydie yTOYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (ailibl;

8. Ilocne oxkoHuaHusi pabOTHI HAa MOYTOBOM CEpPBHCE TEpPEN 3aKPHITHEM BKIAJKH C CAHTOM
He 3a0y/b HaKaTh Ha «BBIATHY.

KubepOyaimHr uiam BUPTyaJbHOE U3/1€BATEILCTBO

KubepOynnuHr — mnpecienoBaHne COOOMIEHUSMH, COACPKAIIUMHU OCKOPOJICHHS, arpeccuio,
3aIyruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOMKOTUPOBAHHE C TIOMOIMIBIO PA3TMYHBIX MUHTEPHET-
CEpPBHUCOB.

OcHoBHBIE cOBeTHI 110 00pbLOe ¢ KNOEPOYNINHIOM:



1. He Gpocaiics B 60#. JIlyummmii crtoco0: MOCOBETOBATHCS KaK ce0s BECTH U, €CIIH HET TOTO, K KOMY
MOYKHO OOpaTHThCS, TO BHAYaJe yCIOKOUTHCS. ECITU ThI HAUHEIIb OTBEYATh OCKOPOJICHUSAMHU Ha
OCKOpOJIEHUSI, TO TOJBKO €Ille OOJIbIIe Pa30XkIKEITb KOH(DIIHUKT;

2. Yrpasisii cBoel KubeppenyTaiuei;

3. AHOHUMHOCTb B ceTu MHUMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOMT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BeCTH XYyJIMTaHCKUI 00pa3 BUPTyaldbHOH XH3HH. MIHTEpHET (PUKCUpPYET BCE TBOU
JeMCTBUSA M COXpaHAET UX. Y JaUTh UX OyIeT KpaiHe 3aTpyIHUTEIBHO;

5. Cobmroiaii CBO BUPTYaIbHYIO YECTh CMOJIOAY;

6. UrHopupyiéi emuHuuHbIi HeraTuB. OIHOPAa30BbIE OCKOPOWUTEIBHBIC COOOIICHHS JTydIle
urHopupoBaTh. OOBIYHO arpeccusi MpeKpallaeTcs Ha Ha4YaIbHOM CTa/Iuu;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOILEHHUSMH, B COLIUAIBHBIX CETAX
€CTh BO3MOKHOCTh OJIOKHPOBKHU OTIIPABKH COOOIIEHHH C OTPEICICHHBIX aJPECOB;

8. Ecnu ThI cBujeTens kubepOymiauHra. TBou JIeMcTBUA: BBICTYIHUTh IPOTUB MpeciieoBaTes,
II0Ka3aTh €MY, YTO €r0 JEHCTBHSI OLEHUBAOTCS HETAaTUBHO, IIOJIEPKATh KEPTBY, KOTOPOM HYKHA
IICUXOJIOTHYECKAs IIOMOIb, COOOLIUTH B3pPOCIBIM O (haKTe arpeCCUBHOIO MOBEACHUS B CETH.

MooOwibHbId TesedoH

CoBpemeHHble cMapT(POHBI U IIJIAHILETHl COAEP)KaT B ce0e BIOJHE B3POCHbIA (PYHKIMOHAN, U
Tenepb OHM MOTYT KOHKYPHPOBaTb CO CTAallMOHAapHBIMH KoMmIbloTepamu. OJHAKO, CpENCTB
3alUThI AJ1 TOJOOHBIX YCTPOICTB [10Ka OYEHb Maji0. TeCTUpOBaHUE U TIOUCK YSI3BUMOCTEN B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak i 1K, To ke camoe kacaeTcsi 1 MOOUJIbHBIX MPHIIOKEHHUH.

CoBpemeHHbIe MOOUITbHBIE Opay3epbl YK€ MPaKTUUECKU JIOTHAJIN HACTOJbHBIE aHAJIOTH, OJIHAKO
pacupeHue (yHKIMOHAaJa BIIeUeT 3a c000 OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUILIEHHOCTb.

I[EU'IGKO HE BCC TMPOU3ZBOAWUTCIIN BBIIIYCKAIOT O6HOBJ’ICHI/I$I, 3aKpPbIBAIOIIUEC KPUTUYCCKHEC
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OcHoBHBIE COBETHI J1JI 0€30IACHOCTH MOOMJIBLHOIO TeJie(poHA:

1. Huuero He sBisieTcs Mmo-HacTosAIEMy OCCILIaTHBIM. By,Z[B OCTOPO’KCH, BCIb KOI'la Tebe
npeajararoT OecIuiaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBEI KaKUC-TO IIJIATHBIC YCIIYTH,

2. lymaii, mpexxae yem otnpaBuTh SMS, ¢oto unu Bugeo. Tol TOUHO 3HAEIIb, TJIe OHU OyIyT B
KOHEYHOM HUTOTE?

3. Heo6xo1umMo 0OHOBIIATH OMEpPAllMOHHYIO CHCTEMY TBOETO CMapT(OHa;
4. Ucnionb3yit aHTUBUPYCHBIE TPOIPaMMBI JIJIsl MOOMIIBHBIX TENE()OHOB;

5. He 3arpy>1<a1”4 NPUIIOKCHUA OT HCU3BCCTHOI'O HCTOYHHKA, BCIb OHHU MOIYT COACPKATb
BPE€AOHOCHOEC NIPpOTrpaMMHOE O6€CH€‘I€HI/IC;

6. [Tocne Toro Kak ThI BBIIENIb C caiiTa, I/1€ BBOJWI JUYHYI0 HHGOPMAIUIO, 3211 B HACTPOUKH
Opaysepa u ynanu cookies;

7. Ilepnonnuecku NpoBepsid KakKne IJIaTHbIE YCIYTM aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. HaBaii cBOil HOMEp MOOWIBLHOTO TenedoHa TONBKO JIFOMSIM, KOTOPHIX THI 3HACUIb U KOMY
JIOBEPSIEIIIb;

9. Bluetooth nomken OBITh BBIKJIIOYEH, KOT/Ia Thl UM HE ToJNb3yembes. He 3abbiBaii mHOTIA
IIPOBEPSATH 3TO.

Online urpsi



CoBpeMeHHbBIE OHJIAH-UTPHI - 9TO KPACOUYHBIE, 3aXBaTHIBAIOIINE PA3BICUCHUS, O0BEIUHSIONINE
COTHHU THICSAY YeJIOBEK MO BceMy MHpy. rpoku ucciaenyroT JaHHBIA UM MUp, OOIIAIOTCS APYT C
JIPYrOM, BBITIOJTHSAIOT 3a/1aHUsI, CPAXKAIOTCS C MOHCTPAMU U MOJy4at0T OMBIT. 32 Y10BOJIBCTBUE OHU
IUIATAT: MOKYIAIOT JUCK, OTJIAYUBAOT A00OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIUU.

Bce st cpenctBa uayT Ha MOAJEp)KaHUE M PAa3BUTHUE WUIPHI, a TaKKe HAa caMy 0€30MacHOCTS:
COBEpILEHCTBYIOTCSI CUCTEMbl ABTOPHU3ALMH, BBITYCKAIOTCS HOBbIE MaTuu (LMQPOBBIE 3aILIaTKU
JUIsL IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTU CEPBEPOB.

B HO,I[O6HBIX HUrpax CTOUT OIIaCaTbCA HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJBKO Kpa>Xu TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHAa CUCTCMaA aBTOpHU3alluA 0OIBIIMHCTBA urp.

OcHoBHbBIE COBETHI 110 0€30MACHOCTH TBOEI0 HI'POBOI0 aKKayHTa:

1. Eciu apyroii Urpok BeaeT cels IJIOXO0 WIM co3JaeT Tede HEeNpUATHOCTH, 3a0JIOKUpPYH ero
B CIIUCKE UTPOKOB;

2. Tloxanyiics aaAMHHHCTpaTOpaM HIPhl Ha IUIOXOE€ IOBEACHHUE 3TOT0 UIPOKA, >KEJIATEIbHO
HOPUIIOKHUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPHUHOB;

3. He ykaspiBaii tnuHyto HHPOpMAIUIO B Ipodaiiine urpsl;
4. YBaxail Ipyrux y4acCTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(uiaibHbIe TATYH U MO/IBI;

6. Mcnomnp3yil cliokHbIE U pa3Hble MapoJy;

7. [[axce BO BpCMs UT'PbI HE CTOUT OTKIIFOYATh aHTUBUPYC. IToka TbI HUIrpacilb, TBOM KOMIIBIOTEP
MOT'YT 3apa3uThb.

OUIIHHT WA Kpaika JINYHbIX JaHHbIX

OObIyHON Kpaxel JeHer W JOKYMEHTOB CEroJHSl YK€ HHUKOTO HE YAMBHILb, HO C Pa3BUTHUEM
UHTEPHET-TEXHOJIOTUN  3JIOYMBILIJICHHUKY IEPEMECTIIIMCh B  HUHTEPHET, U IPOAOKAIOT
3aHUMATBCS WIHOOMMBIMY JIETIOM.

Tak nosiBUIack HOBast YTpo3a: MHTEPHET-MOIIEHHUYECTBA UM (PUILUHT, T1aBHAs LEJIb KOTOPOro
COCTOUT B TOJTY4€HUH KOH(HICHIINATBHBIX TaHHBIX T0JIH30BaTENIeH — JIOTHHOB | Tapoieil. Ha
aHriuiickom s3bike phishing uutaercs kak gummusr (ot fishing — peiOHas nosis, password —
MapoJib).

OcHoBHBIE cOBeTHI 10 00pble ¢ QUIIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciin Tl OJ03peBaellb, YTO TBOSI aHKeTa ObUIa B3JIOMaHa, TO
HE00X0IUMO 3a0JIOKUPOBATh €€ U COOOUIUTH aJMHHHCTpaTOpaM pecypca 00 3TOM Kak MOXKHO
CKOpee;

2. Ucnonw3yit 6e3omacHble BEO-CalThI, B TOM YHCIIe, MHTEPHET-Mara3nHOB M MTOUCKOBBIX CUCTEM;

3. I/ICHOHBSyﬁ CJIOXKHBIC W PpPa3HBIC IAapOJIH. Takum O6p8.30M, eciau TeOs B3JIOMArOT, TO
3JIOYMBIIIJICHHUKH ITOJIy4YaT JOCTYII TOJBKO K OJJTHOMY TBOEMY HpO(l)I/I.]'IIO B C€TH, 4 HC KO BCEM,

4. Ecnu 1ebs B3MOManu, TO HEOOXOAUMO MPEAYNMPEeIuTh BCEX CBOMX 3HAKOMBIX, KOTOPBIC
T00aBJICHBI Y T€OSI B APY3bAX, O TOM, YTO T€Os B3JIOMAIH M, BO3MOXKHO, OT TBOETO UMEHH OyJIeT
pacchuIaThCs CllaM M CCHUIKU Ha (PUITMHTOBEIE CAlTHI,

5. YcranoBu HaaexHbIi napoib (PIN) Ha MoOuIbHBIN TenedoH;
6. OTKIIIOYM COXpaHEHUe maposis B Opaysepe;

7. He oTkpbIBaii (aitipl v Apyrue BIOKSHHUS B MHCbMaX JIa)Ke €CJIM OHH MIPUIILTH OT TBOMX JIPY3eH.
Jlydie yTOYHM y HUX, OTHPABJISUIN JIU OHU TeOe 3TH (paitiibl.



Hudposas penyrauus

[MudpoBast pemnyTtauus - 3TO HEraTUBHAs WM TO3UTHBHas uHpoOpManus B ceTH o Tele.
Komnpomerupyromass nHGOpManusi pa3MelIeHHass B MHTEPHETE MOXKET Cephe3HBIM 00pa3oM
OTpPa3UThCS HAa TBOEW peanbHOU )u3HH. «l{udpoBas pemyrarus» - 3T0 TBOW UMHJK, KOTOPBIN
dopmupyetcst u3 nuadopmalyu o Tede B MHTEPHETE.

TBoe MecTo KHUTCJIBCTBA, y‘Ie6bI, TBOC (bl/IHaHCOBOG ITOJIOKCHHUEC, 0COOEHHOCTH XapakTepa u
paccka3bl O OJIM3KHUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorue mnoIpOCTKU JIETKOMBICIIEHHO OTHOCSTCS K MYOJIMKauu JUYHOM HHPOpMAlMH B
WNurtepuere, He MOHUMAsi BO3MOXKHBIX TTOCIIEACTBUN. ThI Jaxke HE CMOKEIIb 10ralaTbCsi O TOM, UTO
dororpacdus, pasmelieHHas 5 JeT Ha3all, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pa3menienne TBoux QGororpaduii U qpyrue ASWCTBUS MOTYT HE HCUE3HYTh JaKe
[I0CJI€ TOT0, KaK Thl X yJalUIIb. Thl HE 3HAEIIb, KTO COXPaHUJ 3TY HH(OpPMAIIHIO, TIONAJIA JIM OHA
B [IOMCKOBBIE CHCTEMBI M COXPAaHWIACh JIHM OHA, a IVIABHOE: YTO IOJYMAIOT O TeOe OKpyXKarolee
JFOIU, KOTOPbIe HAUAYT M YBUAAT 3T0. HaliTu mH(pOpMaLnio MHOTO JIET CIIYCTS! CMOXKET J1000i1 -
KaK 13 TI0OPBIX MMOOYKICHHIA, TaK U C HAMEPEHUEM IPUYHHUATE BPEIl. ITO MOKET OBITh KTO YTOJTHO.

OcHoBHBIE COBETHI 10 3aIUTEe NN(POBOM pPemyTALMHA:

1. [Togymaii, mpexae ueM 4To-TO MyOJIIMKOBATh U MepeIaBaTh y cedsi B OJIOre Uiiu B COI[MAIbHOM
CETH;

2. B mnHacrtpoiikax npo¢uis yCTaHOBM OTrpaHUYECHHs] Ha MPOCMOTP TBOEro Mpoduiss U ero
COJIEP’)KUMOT0, ClIeNail €ro TOJIBKO «UIsl IpYy3ei»;

3. He pa3memaii 1 He yka3biBall MHPOPMAIUIO, KOTOPAsk MOXET KOTO-JIMOO OCKOPOJISTh WU
00MXKaTh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE NIKOJIbHUKN- aKTUBHBIE M10JIb30BaTENN LHU(POBOro mpocTpaHcTBa. OJHAKO AaJIEKO
HE BCE 3HAIOT, YTO TMOJb30BAaHUE MHOTUMH BO3MOKHOCTSIMH IIM(PPOBOrO MHUpa TpedyeT
COOJIIOJIEHHS TTPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMUH «WHTEIEKTyalbHasi COOCTBEHHOCTBb)» OTHOCUTCS K Pa3JIMYHBIM  TBOPEHUSIM
4eJ0BEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pEeTeHUH 1 3HaKOB, 0003HAYAIONIIUX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIyTH, M 3aKaHYuWBas KHUTaMH, QororpadusiMu, KUHOQUIBMAMH U
MY3bIKaJIbHBIMU [TPOU3BEICHUAMM.

ABTOpCKHE IpaBa - 3TO NpaBa Ha UHTEIJIEKTYaJbHYI0O COOCTBEHHOCTh Ha MPOM3BEICHUS HAYKH,
JUTEPAaTypbl U MCKYCCTBAa. ABTOPCKME IpaBa BBICTYNAIOT B KadeCTBE TIapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPyA aBTOpa He OyneT HampacHbBIM, AAcT €My CIIpaBeIUBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOEro Tpy/a, MOJYYUTh U3BECTHOCTh U NMPU3HAHHE.
Huxkro 6e3 pa3pernieHns aBTopa He MOYKET BOCIIPOU3BOIUTE €r0 MPOU3BEIEHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIOPTHPOBATH, IyCKaTb B MPOKAT, MyOJIWYHO
UCIIOJIHSATH, MOKA3bIBATh/UCIIONIHATH B 2dupe Wi pa3Meniath B IHTepHeTe.

Hcnonb30BaHuE «ITUPATCKOT0» MPOTPAMMHOT0 00eCTIeYeHUI MOKET IPUBECTH K MHOTHM PUCKaM:
OT MOTEePU JAHHBIX K TBOUM aKKayHTaM 10 OJIOKMPOBKHU TBOETO YCTPOICTBA, € YCTAHOBICHHBIN
He JieranbHas nporpamma. He cTout Taxske 3a0bIBaTh, UTO CYIIECTBYET JIETabHbIE U OECILIaTHBIE
IIPOrpamMMbl, KOTOPbIE MOXXHO HANTH B CETH.

O nopraJe

CereBuuoK.p( - TBOI TJIABHBIN COBETYHK B CETU. 3/IECh Thl MOKEIIh Y3HATh O 0€30MaCHOCTH B
CEeTHM NOHATHBIM M JIOCTYNHBIM SI3bIKOM, a IPHW BO3HUKHOBEHHHM KPUTHYECKOW CHUTYyallUH



00paTUTHCS 32 COBETOM. A TakK)Ke MPUHATH y4yacTHE B KOHKYpCax M CTaTh CaMbIM IU(PPOBBIM
rpax iaHuHOM !



